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Introduction

Question: What is your single biggest risk?

Answer: How you measure risk.

How do we know what works and 
what doesn’t?

The “Meta-Risk”
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Hubbard Decision Research Background

   HDR has been able to 
show that no matter how difficult the measurement 
and monetization problem appears to be, we find a 
way to evaluate it and communicate the results. 

In 200+ major 
analysis projects,

 The benefits and risks of dams on the Mekong River

 The relative value of R&D portfolios in aerospace, biotech, and pharma 

 Logistics forecasts for the battlefield and the effectiveness of training for the US Military

 IT Project Portfolio and Cybersecurity Risk Assessments in several industries

 Risks and benefits of Environmental policy for US farmers and public health

 The benefits of Educational assistance in inner city schools 

 The benefits of roads, schools and hospitals in Haiti and how to prioritize them for the United 
Nations
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Key Points

Nothing is immeasurable. If it matters at all, it has observable consequence.

The most popular and seemingly “structured” methods improve confidence in risk 
management while making judgements worse.

According to many large and diverse studies, experience alone isn’t a “best practice.”?

However, some subjective methods objectively outperform other subjective methods.
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The Current Most Popular Methods in Risk Assessment

#WORC2024 | 5

Do “Scores” and “Scales” Work?

Bad                Good

1    2    3    4     5

Project 
Management

None

Probabilistic 
22%

Risk Matrix 
44%

Other 
Qualitative 

34%

Enterprise Risk 
Management

Cybersecurity

19%

53%

28%
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Impact

15%

48%
23%

14%
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Confidence in Decision Making Methods is Detached From Performance
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The Analysis Placebo

Organizational Behavior and Human Decision Processes 
107, no. 2 (2008): 97– 105.

Effects of Amount of Information on Judgment Accuracy 
and Confidence

Tsai, Klayman, and Hastie
Abstract
When a person evaluates his or her confidence in a judgment, what is the effect of 
receiving more judgment-relevant information? We report three studies that show 
when judges receive more information, their confidence increases more than their 
accuracy, producing substantial confidence-accuracy discrepancies. Our results 
suggest that judges do not adjust for the cognitive limitations that reduce their

Journal of Behavioral Decision Making 3, no. 3 (July/ September 1990): 
153– 174. 

Judgmental Extrapolation and Market Overreaction: On the Use and 
Disuse of News 

Andreassen
Abstract
The tendency of future stock prices to revert toward the mean of past prices was 
originally explained by the market overreaction hypothesis, which assumed that recent 
media reports cause investors to underuse base rate information. However, assuming 
that investors underweigh older stores of financial information cannot

Law and Human Behavior 23 (1999): 499– 516. 

“I’m Innocent!” Effects of Training on Judgments of Truth and 
Deception in the Interrogation Room

Kassin and Fong

Abstract
The present research examined the extent to which people can distinguish true and 
false denials made in a criminal interrogation, and tested the hypothesis that training 
in the use of verbal and nonverbal cues increases the accuracy of these judgments. In 
Phase One, 16 participants committed one of four mock crimes

Organizational Behavior and Human Decision Processes 61, no. 3 
(1995): 305– 326. 

Interaction with Others Increases Decision Confidence but Not 
Decision Quality: Evidence against Information Collection Views of 

Interactive Decision Making 

Heath and Gonzalez
Abstract
We present three studies of interactive decision making, where decision makers interact 
with others before making a final decision alone. Because the theories of lay observers 
and social psychologists emphasize the role of information collection in interaction, we 
developed a series of tests of information collection. Two studies
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So How Do We Know What Works?

Research shows that learning from experience requires 
consistent, fast, unambiguous feedback in an environment that 
isn’t entirely random. (Kahneman, Klein)  

• We don’t get feedback like that in most risk management fields.
• Lacking that, we can look at hundreds of studies over decades 

with tens of thousands of data points which measured the 
performance of various approaches.
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Impact
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Do “Scores” and “Scales” Work?
The Ubiquitous Risk Matrix

Society of Petroleum Engineers Economics &Management 6, no. 2 (April 
2014): 56–66.

The Risk of Using Risk Matrices

P. Thomas, R. Bratvold, and J. E. Bickel

Abstract
The risk matrix (RM) is a widely espoused approach to assess and analyze risks in the 
oil & gas (O&G) industry. RMs have been implemented throughout that industry and 
are extensively used in risk-management contexts. This is evidenced by numerous SPE 
papers documenting RMs as the primary risk management tool. Yet, despite this 
extensive use, the key question remains to be addressed: Does the use of RMs guide 
us to make optimal (or even better) risk-management decisions?

“Risk Matrices should not be 
used for decisions of any 

consequence”

Risk Analysis 28, no. 2 (2008).

What’s Wrong with Risk Matrices?

L. A. Cox, Jr.
Abstract
Risk matrices—tables mapping “frequency” and “severity” ratings to corresponding risk priority
levels—are popular in applications as diverse as terrorism risk analysis, highway construction
project management, office building risk analysis, climate change risk management,
and enterprise risk management (ERM). National and international standards (e.g., Military
Standard 882C and AS/NZS 4360:1999) have stimulated adoption of risk matrices by
many organizations and risk consultants. However, little research rigorously validates their
performance in actually improving risk management decisions.

Typical risk matrices can correctly 
and unambiguously compare only a 
small fraction (e.g., less than 10%) of 
randomly selected pairs of hazards.

“Effective allocation of resources to risk-
reducing countermeasures cannot be based on 

the categories provided by risk matrices.”

“These flaws cannot be corrected and are 
inherent to the design and use of RMs.”

“The ranking produced by RMs was shown 
to be unduly influenced by their design, 

which is ultimately arbitrary.”
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“For risks with negatively correlated frequencies and 
severities, they can be ‘worse than useless,’ leading 

to worse-than-random decisions.”
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Experts vs. Algorithms
What the Research Says About Statistical Methods vs. Subject Matter Experts

“It is impossible to find any 
domain in which humans 

clearly outperformed 
crude extrapolation 
algorithms, less still 

sophisticated statistical 
ones.”

“There is no controversy in 
social science which shows 

such a large body of 
qualitatively diverse studies 
coming out so uniformly in 
the same direction as this 

one.”

Paul Meehl assessed 150 
studies comparing experts 

to statistical models in many 
fields (sports, prognosis of 

liver disease, etc.).

Philip Tetlock tracked a total 
of over 82,000 forecasts 

from 284 experts in a 20-
year study covering politics, 
economics, war, technology 

trends and more.
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Doing the Math with Monte Carlo

Reduction in 
Downtime

60% 70%50%40%

$50 $60 $70$40$30

NPV

$0M $1M $2M$-1M$-2M

Percent of Users 
Impacted

$30 $35$25$20 $40 20%

Labor Cost/yr 
($MM)

Monetized 
Demand on 

Output Society of Petroleum Engineers (2000)

The Application of Probabilistic and Qualitative Methods to Asset 
Management Decision Making

G. S. Simpson, F. E. Lamb, J. H. Finch, and N. C. Dinnie
Abstract
Interviews have been conducted with decision-makers in most of the operating 
companies active in the UK North Sea. The data generated by these interviews defines 
industry current capability in decision analysis. The extent to which each company uses 
the techniques which comprise current capability defines a rank list representing 
relative level of sophistication in decision analysis. This rank list is then correlated with 
other rank lists based on common measures of business performance to establish the 
value, to companies, of adopting best (or, at least, better) practice in decision capability.

60% 70%50%40%20%

When missions experience cost growth, cost estimators are often criticized for 
underestimating the cost of missions in the early conceptual design stage. The final 
spacecraft and instrument payload configuration at launch, however, can be 
significantly different as the project evolves, thereby leading to cost “growth” as 
compared to these lower initial estimates. In order to make a more robust initial 
estimate, historical mass, power, data rate, and growth rates can be used to provide a

SSCAG/SCAF/EACE Joint International Conference (2008)

An Assessment of the Inherent Optimism in Early Conceptual 
Designs and Its Effect on Cost and Schedule Growth

D. Bearden, C. Freaner, R. Bitten, and D. Emmons
Abstract
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What Measuring Risk Looks Like

What if we could measure risk more 
like an actuary? For example, “The 
probability of losing more than $10 
million due to security incidents next 
year is 16%.”

What if we could prioritize RM 
investments based on a “Return on 
Mitigation”?

RM Strategy Cost (Present Value) Annualized 
Return on 
Mitigation

Supply Chain Diversification A $11MM to $30MM 160%

Hardened Data Initiative B $5MM to $8MM 85%

Backup Facility C $22MM to $45MM 20%

Etc.

This means there is about a 40% chance of 
losing more than $10M in a year and about a 
10% chance of losing more than $200M.
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A Version of Risk Tolerance
The Loss Exceedance Curve

Neuron Vol. 47, (2005): 763–770

The Neural Basis of Financial Risk Taking 
Camelia M. Kuhnen and Brian Knutson

Abstract
Investors systematically deviate from rationality when making financial decisions, yet 
the mechanisms responsible for these deviations have not been identified.
Using event-related fMRI, we examined whether anticipatory neural activity would 
predict optimal and suboptimal choices in a financial decision-making task. We 
characterized two types of deviations from the optimal investment strategy of a rational 
risk-neutral agent as risk-seeking mistakes and risk-aversion mistakes. Nucleus 
accumbens activation preceded risky choices as well as risk-seeking mistakes, while 
anterior insula activation preceded riskless choices
as well as risk-aversion mistakes. decision making.

Unambiguous risk lets us have unambiguous risk tolerance.

1                          10                        100                      1000
Loss (Millions)

Inherent 
Risk

Risk 
Appetite

Residual 
Risk
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Converting From the Risk Matrix
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Impact

Each of these examples can be found on 
https://www.howtomeasureanything.com/riskmanagement/
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Converting From the Risk Matrix

https://www.howtomeasureanything.com/riskmanagement/
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So Why Don’t We Use More Quantitative Methods?
Commonly Stated Reasons For Not Using Quantitative Methods

Have you heard (or said) any of these?

“We don’t have sufficient data.”

“Each situation is too unique and 
complex to apply scientific analysis 

of historical data.”

“Risk management is too 
complex to model.”

“How do you know you have all 
the variables?”

The implied (and unjustified) conclusion from each of these is….

“Therefore, we are better off relying on our experience.”
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Evaluation of Decision Making for the Meta-Decision

All models are “wrong” in the sense 
that, by definition, they are 

abstractions of reality. 

Intuition and non-
quantitative methods 

are also models. 

The only question is 
which model is less 

wrong?

Question:  
What challenges of quantitative methods are alleviated by unaided intuition, non-

quantitative or pseudo-quantitative methods?
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Measurement Misconceptions

Many procedures of empirical observation are misunderstood.

The thing being measured is not well defined.

The definition of measurement itself is widely misunderstood.CONCEPT
of Measurement

OBJECT
of Measurement

METHOD
of Measurement
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Misconceptions About Statistical Inference

“Our thesis is that people have strong intuitions about 
random sampling…these intuitions are wrong in 
fundamental respects...[and] are shared by naive 
subjects and by trained scientists”

Amos Tversky and Daniel Kahneman, Psychological 
Bulletin, 1971

There are widely held misconceptions about probabilities and statistics – especially if 
they vaguely remember some college stats.

These misconceptions lead many experts to believe they lack data for assessing 
uncertainties or they need some ideal amount before anything can be inferred.
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The Concept of Measurement
What Measurement Really Means

Measurement: a quantitatively expressed 
reduction in uncertainty based on observation.

Quantity of Interest
0 0.5 1 1.5 2 2.5 3 3.5 4

Probability Distribution Before Measurement

It’s not a point value.

There is no way to put 
an exact value on this.

There are too many 
unknowns to measure this.

?
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The Concept of Measurement
What Measurement Really Means

Measurement: a quantitatively expressed 
reduction in uncertainty based on observation.

It’s not a point value.

I did learn something!

Quantity of Interest
0 0.5 1 1.5 2 2.5 3 3.5 4

Probability Distribution After Measurement
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Overconfidence
The Need to be “Calibrated”

Studies also show that measuring your own uncertainty about 
a quantity is a general skill that can be taught with a 

measurable improvement.

Daniel Kahneman, 
Psychologist, Economics Nobel

“Overconfident professionals 
sincerely believe they have 

expertise, act as experts and look 
like experts. You will have to 

struggle to remind yourself that 
they may be in the grip of an 

illusion.”

There is an 80% 
chance we will 

win this 
contract.

There is a 70% 
chance the 

competitor’s 
product will get to 
the market before 

ours.
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Measuring Overconfidence

• We’ve trained over 2,000 
individuals in subjective 
estimation of probabilities.

• Almost everyone is 
overconfident on the first 
benchmark test.

Perfect Calibration

Sampling Error

Before Calibration

Assessed Chance Of Being Correct
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Measuring Calibration Training

After Calibration

0.5

0.6

0.7

0.8

0.9

1

0.5 0.6 0.7 0.8 0.9 1

• Training improves the ability to 
provide calibrated estimates.

• This improves real-world estimates 
after training is complete.

• Algorithms can adjust subjective 
estimates to further improve them.

Perfect Calibration

Sampling Error

Before Calibration

Assessed Chance Of Being Correct

Pe
rc
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Calibrating Expert Consistency

0.0
0.1
0.2
0.3
0.4
0.5
0.6
0.7
0.8
0.9
1.0

0.0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0
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Judgment 1

Comparison of 1st to 2nd Estimates of 
Cyber risk judgements by same SME

21% of variation in expert responses 
are explained by inconsistency.  

(79% are explained by the actual 
information they were given)

• We have gathered over 
30,000 individual estimates of 
probabilities of events from 
analysts in multiple 
organizations.

• These estimates included over 
2,000 duplicate scenarios 
pairs.
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Removing Inconsistency
The “Lens Method” statistically “smooths” estimates of experts.  Several studies for many 
different kinds of problems show it reduces judgement errors.

Reduction in Errors 

R&D Portfolio Priorities

Battlefield Fuel Forecasts

IT Portfolio Priorities

Cancer patient recovery

Changes in stock prices

Mental illness prognosis

Psychology course grades

Business failures

0% 10% 20% 30%

My 
Studies

Other 
Published 

Studies
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Aggregating Experts
A Lot of Research

Some aggregation methods measurably outperform 
others and can outperform the single best expert.

What may be the most popular method 
is among the worst performing.
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Combining Experts: The FrankenSME

0

0.1
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0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

HDR has algorithms for combining experts using 
data from over 60,000 responses from 977 
calibrated individuals grouped into 1.8 million 
virtual teams.

Responses: 70%, 70%, 70%
# of Responses in that set: 2,343
FrankenSME Estimate: 83.5%
Actual: 82.3%

FrankenSME Algorithm Estimate

Ac
tu

al
 %

 T
ru

e

Responses Count FSME Actual

60%, 60%, 60%, 70%, 70% 2825 85% 86%

40%, 60%, 60%, 60%, 60% 913 67% 66%

20%, 30%, 30%, 40%, 60% 364 6% 5%

Examples of Groups of Five

FSME Algorithm vs. Actual % 
True, Groups of Three
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Calibrating Chat GPT Responses

% W/in 
Bounds

Sample Size
(events or trivia, humans or AI sessions)

Uncalibrated Humans, General Trivia 55% 20,000+ (10+ trivia, 2000+ humans)

Calibrated Humans, General Trivia 86% 120,000+ (60+ trivia, 2000+ humans)

ChatGPT 3.5 13.5% 140 (20 events X 7 sessions)

ChatGPT 4, Temperature=1 60% 360 (20 events X 18 sessions)

ChatGPT 4, Temperature=0, Before Adjustment 64.5% 62 (62 events X 1 sessions)

Chat GPT 4, Temperature=0, After Adjustment 89.6% 31 (31 events X 1 session) trained w/k-folds

For our analyst’s blog on this:
https://hubbardresearch.com/is-chatgpt-as-

overconfident-as-humans/

ChatGPT was asked to provide 90% CI’s for events 
like: “How much will the top-grossing film earn 
internationally at the box office in 2022?”
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Practical Lessons

• You have more data than you think and you need less data than you think.
• It’s been measured before.
• Your probably need different data than you think.
• Decision makers understand it just fine if explained well.
• The best investment in most portfolios was better measurements of investments.

Here are a few key things I’ve learned measuring the 
“immeasurable”
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Thank you for Your Time!
Questions?

Measure What Matters.
Make Better Decisions.

Doug Hubbard
Hubbard Decision Research

dwhubbard@hubbardresearch.com
www.hubbardresearch.com



31Private & Confidential

2 - 4 July 2024 | Warsaw, Poland

#WORC2024


	Educational Keynote: The Failure of Risk Management and How to Fix It
	The Biggest Risk
	Slide Number 3
	Slide Number 4
	The Current Most Popular Methods in Risk Assessment
	Confidence in Decision Making Methods is Detached From Performance
	Slide Number 7
	The Ubiquitous Risk Matrix
	What the Research Says About Statistical Methods vs. Subject Matter Experts
	Slide Number 10
	Slide Number 11
	The Loss Exceedance Curve
	Slide Number 13
	Slide Number 14
	Commonly Stated Reasons For Not Using Quantitative Methods
	Slide Number 16
	Slide Number 17
	Slide Number 18
	What Measurement Really Means
	What Measurement Really Means
	The Need to be “Calibrated”
	Slide Number 22
	Slide Number 23
	Slide Number 24
	Slide Number 25
	A Lot of Research
	Slide Number 27
	Slide Number 28
	Slide Number 29
	Questions?
	Slide Number 31

