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Introduction

The Biggest Risk

Question: What is your single biggest risk?

Answer: How you measure risk. SENASCEASS

How do we know what works and
what doesn't?
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Hubbard Decision Research Background
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Finding the Valueof
“INTANGIBLES”
in Business 1

HDR has been able to
show that no matter how difficult the measurement
and monetization problem appears to be, we find a
way to evaluate it and communicate the results.
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The benefits and risks of dams on the Mekong River

The relative value of R&D portfoliosin aerospace, biotech, and pharma

Logistics forecasts for the battlefield and the effectiveness of training for the US Military
IT Project Portfolio and Cybersecurity Risk Assessmentsin several industries

Risks and benefits of Environmental policyfor US farmers and public health
The benefits of Educational assistancein inner city schools

The benefits of roads, schools and hospitals in Haiti and how to prioritize them for the United

Nations
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Key Points

B According to many large and diverse studies, experience alone isn't a “best practice.”

The most popular and seemingly “structured” methods improve confidence in risk
management while making judgements worse.

E However, some subjective methods objectively outperform other subjective methods.

@ Nothingis immeasurable. If it matters at all, it has observable consequence.
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Do “Scores” and “Scales” Work?

The Current Most Popular Methods in Risk Assessment

Other
Qualitative
34%

None

Project
Management

Probabilistic
22%

Risk Matrix
44%

Enterprise Risk
Management

28%

Likelihood

Impact

Cybersecurity
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The Analysis Placebo

Confidence in Decision Making Methods is Detached From Performance

Organizational Behavior and Human Decision Processes
107, no. 2 (2008): 97- 105.

Abstract

Journal of Behavioral Decision Making 3, no. 3 (July/ September 1990):
153-174.
N Law and Human Behavior 23 (1999): 499- 516. )
)
A Organizational Behavior and Human Decision Processes 61, no. 3 C -
m (1995): 305- 326. 3l o
Al €l 2
Interaction with Others Increases Decision Confidence but Not @) 3
A Decision Quality: Evidence against Information Collection Views of o g
1 Interactive Decision Making 2
o)
Heath and Gonzalez v

#WORC2024 | 6



So How Do We Know What Works?

Research shows that learning from experience requires

consistent, fast, unambiguous feedback in an environment that
isn't entirely random. (Kahneman, Klein)

« We don't get feedback like that in most risk management fields.
* Lacking that, we can look at hundreds of studies over decades

with tens of thousands of data points which measured the
performance of various approaches.
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Do “Scores” and “Scales” Work?

The Ubiquitous Risk Matrix
( “Risk Matrices should not be
“The ranking produced by RMs was shown lty of Petroleum Engineers Ecof  Used for decisions of any
to be unduly influenced by their design, - >6-66. consequence”

which is ultimately arbitrary. U The Risk of Using Risk Matrices M—

‘These flaws cannot be corrected and are
inherent to the design and use of RMs.”
A Al b ot
Typlcal risk matrices can correctly w a widely espoused approach to assess and analyze risks in the
and unambiguously compare only a  pg, no. 2 (2008).
small fraction (e.g., less than 10%) of
randomly selected pairs of hazards. What’s Wrong with Risk Matrices?

| |
“Effective allocation of resources to risk-
reducing countermeasures cannot be based on
the categories provided by risk matrices.”

P. Thomas, R. Bratvold, and J. E. Bickel

Likelihood

L. A. Cox, Jr.

sponding risk priority

and ent
Standar . )
manyor  Severities, they can be ‘worse than useless,’ leading

to worse-than-random decisions.”
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Experts vs. Algorithms

What the Research Says About Statistical Methods vs. Subject Matter Experts

‘“There is no controversy in "\

PAUL E. MEEHL

Paul Meehl assessed 150 ke social science which shows CLINICAL

VERSUS

studies comparing experts e . | such a large body of STATISTICAL
i PREDICTION

to statistical models in many 5y & qualitatively diverse studies
fields (sports, prognosis of ozt coming out so uniformly in
liver disease, etc.). K the same direction as this

one.” -/
“Itis impossible to find any " ISR

from 284 e,xperts in a 20- Clearly outperformed *3:’
year study covering politics crudg extrapolathn
economics, war technolog}'/ algprljchms, leSS.St'.” o

trendé anoi more sophisticated statistical
' ones.” e

S
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Doing the Math with Monte Carlo

Monetized
Demand on
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Published in International Journal of Forecasting, 10 (1994), 495-906
Judgmental Decomposition: When Does It Work?

Donald G. MacGregor

Society of Petroleum Engineers (2000)

The Application of Probabilistic and Qualitative Methods to Asset
Management Decision Making

Inie |
SSCAG/SCAF/EACE Joint International Conference (2008) y

An Assessment of the Inherent Optimism in Early Conceptual
Designs and Its Effect on Cost and Schedule Growth

D. Bearden, C. Freaner, R. Bitten, and D. Emmons
Abstract

When missions experience cost growth, cost estimators are often criticized for
underestimating the cost of missions in the early conceptual design stage. The final
spacecraft and instrument payload configuration at launch, however, can be
significantly different as the project evolves, thereby leading to cost “growth” as
compared to these lower initial estimates. In order to make a more robust initial
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What Measuring Risk Looks Like

RM Strategy Cost (Present Value) | Annualized

What if we could measure risk more Ret
like an actuary? For example, “The Meitiurartlion
probability of losing more than $10 eaon
million due to secu rity incidents next Supply Chain Diversification A $11MM to $30MM 160%

yearis 16%."

Hardened Data Initiative B $5MM to $8MM 85%
What if we could prioritize RM Backup Facility C $22MMto $45MM  20%
investments based on a “Return on
Mitigation"? Etc.
100%
90%
£ 80% ""““*—\ This means there is about a 40% chance of
5 70% T~ losing more than $10M in a year and about a
5 60% ~J 10% chance of losing more than $200M.
2 50% ST P
s 40%
8 30%
§ 0% \\
© 0% SS——
0%

—
&>

$0

$10
$100
$1,000

Loss (Millions) #WORC2024 | 11



A Version of Risk Tolerance

The Loss Exceedance Curve

Unambiguous risk lets us have unambiguous risk tolerance.

Neuron Vol. 47, (2005): 763-770

The Neural Basis of Financial Risk Taking 100% :
Camelia M. Kuhnen and Brian Knutson 90% . Risk
S 0
Abstract g 80% ~ & | Appetite
Investarssystematicallv deviate from rationality i i i isions 2 70% N\
when makine financial decisions, yel 5 o N
- 0,
Journal of Personality and Social Psychology Copyright 2001 by the American Psychological Association, Ine o 60 /0
2001, Vol. 81, No. [, 146-159 #022-3514401/33.00 DOE 10.1037/00022-354 811 14t Id g 509, \
38 o TN N Inherent
. 1= 40% i
Fear, Anger, and Risk fratic o . Risk
S 30% .
, g 20% Residual NN
Jennifer S. Lerner Dacher Keltner [i'e 5 ° Risk \~\
Carnegie Mellon University University of California, Berkeley 1 00/0 \\_\;\
0% | |

Drawing on an appraisal-tendency framework (J. S. Lerner & D. Keltner, 20003, the authors predicted 1 10 100 1000

and found that fear and anger have opposite effects on risk perception. Whereas fearful people expressed

pessimistic risk estimates and risk-averse choices, angry people expressed optimistic risk estimates and LOSS ( M | I I |O ns)
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Likelihood

Converting From the Risk Matrix

Impact

One-For-One Substitution Model

BERR Cecision Research

Each of these examples can be found on
https://www.howtomeasureanything.com/riskmanagement/

Contact HDR to develop custom
quantitative methods for your firm.

www.hubbardresearch.com

info@hubbardresearch.com

Trial Slider Bar>>

Economy enters recession
Failure of a major project
Increased cost of capital
Exposure to a small lawsuit
Exposure to a large lawsuit
Loss of major supplier
Data breach

Classification
Market risk
Project risk
Interast rate risk
Legal risk
Legal risk
QOperational risk
Cyber security risk

Input Values

90% Confidence Interval of

Probability of a

Impact

Lower Bound

Loss Over 1 Year
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Introduction: The One-For-0ne Substitution Model shows how we can replace the basic
heat map using purely guantitative methods. Like the heat map, this approach relies
entirely on the subjective estimates of likelihood and impact from experts. Unlike the
heat map, it uses mathematically unambiguous probabilistic expressions of likelihood and
impact which can be used in simulations where risks can be properly "added up" to
compute risks for a larger portfolio. The firet tab requires user input. Simply describe the
risk or vent that is being considered in column B under "Risk Name". Then, estimate the

Expected Inherent
Loss
1,353,993

493,103
75,913

54,643

W W L VU W U A

32,874

406,198
282,446

# Uncollapse for
HDR PRNG

Simulated Inherent
Loss
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L4 WA W U W 0
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Converting From the Risk Matrix

https://www.howtomeasureanything.com/riskmanagement/
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So Why Don’t We Use More Quantitative Methods?

Commonly Stated Reasons For Not Using Quantitative Methods

Have you heard (or said) any of these?

“Risk management is too

“We don’t have sufficient data.” ”
complex to model.

“Each situation is too unique and

complex to apply scientific analysis “How do you know you have all
of historical data.” the variables?”

The implied (and unjustified) conclusion from each of these is....

[ “Therefore, we are better off relying on our experience.” J
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Evaluation of Decision Making for the Meta-Decision

All models are “wrong” in the sense
that, by definition, they are

abstractions of reality. Algorithm Aversion: People Erroneously Avoid Algorithms
After Seeing Them Err

Journal of Experimental Psychology: General © 2014 American Psychological Association
0096-3445/14/$12.00  http://dx.doi.org/10.1037/xge0000033

Berkeley J. Dietvorst, Joseph P. Simmons, and Cade Massey

I ntu iti O n a n d n O n - University of Pennsylvania
q ua ntitative methOdS Research shows that evidence-based algorithms more accurately predict the future than do human

forecasters. Yet when forecasters are deciding whether to use a human forecaster or a statistical

algorithm, they often choose the human forecaster. This phenomenon, which we call algorithm aversion,
a re a |SO mOdelS. is costly, and it is important to understand its causes. We show that people are especially averse to
\ algorithmic forecasters after seeing them perform, even when they see them outperform a human
forecaster. This is because people more quickly lose confidence in algorithmic than human forecasters
after seeing them make the same mistake. In 5 studies, participants either saw an algorithm make
forecasts, a human make forecasts, both, or neither. They then decided whether to tie their incentives to
. . the future predictions of the algorithm or the human. Participants who saw the algorithm perform were
The On |y q uestlon |S less confident in it and less likelv fo choose it over an inferior human forecaster. This was true even
. .
which model is /ess

wrong?

Question:

What challenges of quantitative methods are alleviated by unaided intuition, non-
guantitative or pseudo-quantitative methods?
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Measurement Misconceptions

CONCEPT
of Measurement

The definition of measurement itself is widely misunderstood.

OBJECT

of Measurement The thing being measured is not well defined.

IO Many procedures of empirical observation are misunderstood.

of Measurement
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Misconceptions About Statistical Inference

There are widely held misconceptions about probabilities and statistics - especially if
they vaguely remember some college stats.

These misconceptions lead many experts to believe they lack data for assessing
uncertainties or they need some ideal amount before anything can be inferred.

“Our thesis is that people have strong intuitions about
random sampling...these intuitions are wrong in
fundamental respects...[and] are shared by naive
subjects and by trained scientists”
Amos Tversky and Daniel Kahneman, Psychological
Bulletin, 1971
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The Concept of Measurement

What Measurement Really Means

It's not a point value.

J Measurement: a quantitatively expressed

There is no way to put

an exact value on this. reduction in uncertainty based on observation.

There are too many
unknowns to measure this.

O Probability Distribution Before Measurement

_/

0 05 1 15 2 25 3 35 4
Quantity of Interest
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The Concept of Measurement

What Measurement Really Means

It's not a point value.

Measurement: a quantitatively expressed

u\d/ il reduction in uncertainty based on observation.
A [earn some Iﬂg. J
! _— Probability Distribution After Measurement

0 05 1 15 2 25 3 35 4
Quantity of Interest
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Overconfidence

The Need to be “Calibrated 4 “Overconfident professionals N

4 There is a 70% I sincerely believe they have
chance the expertise, act as experts and look
competitor’s like experts. You will have to

roduct will get to struggle to remind you_rself that -
tphe narket bgefore they may be in the grip of an =&
Ve

\I/OUI,S_ / \ illusion.
Daniel Kahneman,

Psychologist, Economics Nobel

There is an 80%
chance we will
win this

contract.

Studies also show that measuring your own uncertainty about
a quantity is a general skill that can be taught with a
measurableimprovement.
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Measuring Overconfidence

0.9 « We've trained over 2,000
individuals in subjective

estimation of probabilities.

« Almost everyone is
overconfident on the first
benchmark test.

0.8

0.7

Percent Correct

0.6 Before Calibration ]

0.5 0.6 0.7 0.8 0.9 1
Assessed Chance Of Being Correct
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Percent Correct

Measuring Calibration Training

-/ ! After Calibration ]

Perfect Calibration

0.9
>ampling Error » Training improves the ability to

08 provide calibrated estimates.

 This improves real-world estimates
0.7 after training is complete.

T\  Algorithms can adjust subjective

0.6 [_Before Calibration ] estimates to further improve them.
0.5 ’

0.5 0.6 0.7 0.8 0.9 1
Assessed Chance Of Being Correct

#WORC2024 | 23



Calibrating Expert Consistency

Judgment 2

Comparison of 15t to 2" Estimates of
Cyber risk judgements by same SME
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Judgment 1

21% of variation in expert responses

are explained by inconsistency.
(79% are explained by the actual
information they were given)

« We have gathered over
30,000 individual estimates of
probabilities of events from
analysts in multiple
organizations.

 These estimates included over

2,000 duplicate scenarios
pairs.
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Removing Inconsistency

The “Lens Method” statistically “smooths” estimates of experts. Several studies for many

different kinds of problems show it reduces judgement errors.

is of Lens Model Studies Cancer patient recovery | | |
- Psychology course grades |
{;,ggﬁoéﬁk Changes in stock prices Other
o SR Mental illness prognosis Published
A Flaw in Human Judgment . . Studies
Business failures ]
DANIEL
A KAHNEMAN IT Portfolio Priorities My
s AUTHOR OF THINKING, FAST AND SLOW . .
A Battlefield Fuel Forecasts Studies
;‘ O L I V I E R mnkr}lplcy. a m;m:ig:v‘r i i .
. Bovcry o s e R&D Portfolio Priorities
SI’ S I B 0 N Y f ‘ ‘ l l I I
’ T]h»iﬁ_pa[ C A S S R . '(}) what 0% 10% 20% 30%
inductive SUNSTEIN I Reduction in Errors

#WORC2024 | 25



Aggregating Experts

A Lot of Research

Aggregating Probabilistic Forecasts from
Incoherent and Abstaining Experts

Joel B. Predd

RAND Corporation, Pittsburgh, Pennsylvania 15213, jpredd@rand .org

COPULA MODELS FOR AGGREGATING EXPERT OPINIONS

MOHAMED N. JOUINI

Université du Centre, Sousse, Tunisia

ROBERT T. CLEMEN

Daniel N. OsH

Department of Psychology, Princeton University, Princeto

Sanjeev R. Kulkarni, H

Department of Electrical Engineering, Princeton U]

Risk Analvsis

Combining Probability Distributions From Experts in

0005-1098/88 $3.00 + 0.00
Pergamon Joumals Ltd.
© 1988 i of A tic Control

Autoratica, Vol. 24, No. L, pp. 87-94, 1988
Printed in Great Britain.

Brief Paper

Calibration and Information in Expert
Resolution; a Classical Approach*

ROGEDR CONKE+: AMAY MENNDY + and INUIAM TIIITCR

urham, North Carolina
eived January 1995; accepted May 1995)

t are functions of their marginals for aggregating information from
a copula. The information to be aggregated can be point estimates of
s, probability distributions for . This approach allows the Bayesian
ifficult aspects of the model-construction procedure. Qualities of the
ited into the marginal distributions. Dependence among sources is
ion and joins the marginal distributions into a single multivariate
3 : L N n et

kler!

Jle combinati
combinatio]
al issues to
xperts is imy

Wy in view of

Expert Elicitation: Using the Classical |
Model to Validate Experts’ Judgments

Abigail R. Colson* and Roger M. Cooke'

Ke

<

Abstract—A classical app|
presented using the concepy
Methodological problems w|

Some aggregation methods measurabl{)outperform
others and can outperform the single

of the information
pnagement choices.
th the judgment of

est expert.

brought to light and solutions are proposed. An experiment to other problem; in Morris’ theory. On the other hand, the

is described in which this approach is shown to have Bayesian approach bles the decision maker to calculate

|

EXPETTS. AS TTOTEd DY

provide all of the inputs needed for a model or policy analysis, decision makers have few

nd statistics cannot

descriptive value.

What may be the most popular method i e s e
is among the worst performing.

ing expert judgment is a way to quantify the uncer-

obtaining and combining probabilistic judgments.
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Actual % True

Combining Experts: The FrankenSME

FSME Algorithm vs. Actual %
True, Groups of Three HDR has algorithms for combining experts using
~3 data from over 60,000 responses from 977
calibrated individuals grouped into 1.8 million
virtual teams.

Examples of Groups of Five
60%, 60%, 60%, 70%, 70% 2825 85% 86%
40%, 60%, 60%, 60%, 60% 913 6/% 66%
20%, 30%, 30%, 40%, 60% 364 6% 5%

Responses: 70%, 70%, 70%

# of Responses in that set: 2,343
FrankenSME Estimate: 83.5%
Actual: 82.3%

0O 01 02 03 04 05 06 07 08 09 1

FrankenSME Algorithm Estimate
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Calibrating Chat GPT Responses

ChatGPT was asked to provide 90% CI's for events
like: “"How much will the top-grossing film earn
internationally at the box office in 20227”

For our analyst’s blog on this:
https://hubbardresearch.com/is-chatgpt-as-
overconfident-as-humans/

Sample Size

Bounds | (events or trivia, humans or Al sessions)
55% 20,000+ (10+ trivia, 2000+ humnans)
86% 120,000+ (60+ trivia, 2000+ humans)
13.5% 140 (20 events X 7 sessions)
60% 360 (20 events X 18 sessions)

ChatGPT 4, Temperature=0, Before Adjustment eZ%Y/ 62 (62 events X 1 sessions)

Chat GPT 4, Temperature=0, After Adjustment [RJENIL) 31 (31 events X 1 session) trained w/k-folds
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Practical Lessons

Here are a few key things I've learned measuring the

“immeasurable”

* You have moredata than you think and you need /essdata than you think.

e It's been measured before.

« Your probably need differentdata than you think.

« Decision makers understand it just fine if explained well.

 The best investment in most portfolios was better measurements of investments.

4
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Thank you for Your Time!

Questions?

Doug Hubbard
Hubbard Decision Research
dwhubbard@hubbardresearch.com
www.hubbardresearch.com

Measure What Matters.
Make Better Decisions.
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