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What is GNSS Radio Frequency Interference?

GNSS Radio Frequence
Interferences (RFI) consist in:

either making GNSS signal
unreachable for aircraft systems
(Jamming),

SIGNAL UNAVAILABLE

or broadcasting counterfeit
satellite signals (Spoofing).
SIGNAL UNRELIABLE

Satellite navigation has become
increasingly important, interferences
may impact safety of operations.
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General situation overview (2026-03-15 - 2026-04-14)

BN Jamming areas
BN Spoofing areas
fdenived from space-based ADS-B)

® Jamming reported in ECR
@ Spoofing reported in ECR

[ FIR subject to CZIB
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Combined effect of GNSS RFI and TAWS

Congested en-route | PR T
S|tuat|0n R . iy . ..I._Ignore

Regional spoofing = . A ]

Several aircraft
experiencing TAWS
alerts due to spoofing

Misaligned instructions
from airlines

TCAS - RA inhibited,
reduced safety barrier
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,,,,,,, June 2025: the trigger

er wrong positions and time information, false alerts an
eness and Warning System), PBN (en-route, departures an

WS (Terrain Awar

-B systems, on-board systems and aircrew repol

Mitigation 1: EASA-Eurocontrol action plan 5

s

41.282 flights operated by 271 worldwide =
A | I Ca b I | It . operators affected in April 2025, and =
p p y. is getting worse since then,

Civil aviation (includes enhanced civil-militar aeas """ =

LI EERREEREE:

BEAsSA 00000 = T
weasn 3 Obijectives:
R « Maintain operational safety
European aviation action plan o ) _ _
for ensuring safe operations * minimize airspace capacity degradation
during GNSS interferences .
GNSS R Action Plan Timeframes

» Short-term (0-3 years) : containment, urgent issues, mostly
operational

« Medium (3-5 years): address the actions needing more
development and coordination

» Long-term (5+ years): strategic solutions dependent on
technology maturity and regulatory updates

Synchronization

« Aligned with future European CNS Evolution Plan
» Aligned with DG-DEFIS/EUSPA roadmap
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Many Action plan actions will be delivered by end of 2026

TF Kick-off meeting
Dec 2025

JCSP15 JCSP16
Apr 2026 Oct 2026

Action 12

Action 13

W51 Human
performance

} Action 17 (Date TBD)
} Action 20 (Date TBD)
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Action 3
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Action &
} Action 7 (Date TBD)
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Action 15
Action 5
Action 14
Action 16
} Action 21 (Date TBD)
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Action 22

Action 11

Action 18 (by 2040)
Action 19 (by 2040)
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Mitigation 2: Portable spoofing detectors, EFB GNSS RFI layer

Pros
On board
No installation/certification required

Usage accepted as similar to Electronic
Flight Bag (EFB) map

Limitations

Crew can use this information as pre-
alerting

Confirmation must be done using installed
equipment

No visual or audible alerts

Battery autonomy

LIDO mPilot (Lufthansa systems)

flight mission data (OFL, SIGMET, NOTAMS,
etc.)

In-Flight Weather (IFW),

near real-time GNSS interference maps

with own-ship depiction
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EASA SIB No.: 2022-02R3

Mitigation 3: SIB 2022-02 R3 BAEASA o e

European Union Aviation Safety Agency SIB No.: 2022-02R3
Issued: 05 July 2024
¢ REfe Fence p u b | I Catl ons fo r Subject: Glob.al Navigation Sajtell.ite Systel-n Ofltage and I:\Iterations
ava | | a b | e CO nta | nm e nt m ea S u reS Leading to Communication / Navigation / Surveillance

Degradation

« Weekly updates of most affected o
FI RS On EASA We bSite This SIB revises EASA SIB 2022-02R2 dated 06 November 2023.

s

« Revision 4 consultation to be e e i et mpacted FRs i the Lt 30 days on 00022026
launched this week R — R asaate

* Fuel consideration added

* New Appendix 1

e Phrases to communicate with
ATC in clear and unambiguous
manner
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